AWS SDK for Unity3d by Square Beam

Unity Friendly AWS SDK

Installation
Step 1. Create AWS Profile or Login in existing AWS Console

Step 2. Open AWS AMI, hit “Users” in the left column and click “Add User”.

Identity and Access

Management (IAM) 1

Q Find users by username or access ke

Dashboard

» Access management User name «

Groups

Users

Roles
Policies

In the opened window set “User Name” and set “Access Type” to Programmatic Access.

Add user o .

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* | YQUR_USERNAME

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* v Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other
development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Consale.

A good practice is to have User-Per-Service
Download that credentials.csv file, Open it as a txt file and extract aws_access_key and
aws_secret_key and store it in a secure place.

Do not include credentials in the build as a raw file! If it's not possible then enable IL2CPP Scripting backend
and put in some class/struct. In this case, it will be harder to reverse-engineer.


https://aws.amazon.com/console/
https://aws.amazon.com/console/
https://console.aws.amazon.com/iam/

Step 3. For example let’s open S3ExampleScene, Select game object “Example” and in the Inspector
window put extracted credentials in corresponding fields.

$3 Example Usage (Script)

AWS S3

Step 1. Select your early created IAM User from the Installation paragraph and if you want to do a fast
setup then please grant permission S3FullAccess.

Add user to group

Create group || & Refresh

Q Search Showing 13 results
Group - Attached policies
53 AWSLambdaS3ExecutionRole-c2c43a10-091c-44a0-99C «
«| S53FullAccess AmazonS3FullAccess
S3ListBuckets S3ListBuckets

Or you can add Inline Policy, in this case you can grant access only for specific buckets with specific
permissions.

Users >
Summary Delete user || ©
User ARN £

Path f

sreation time

Permissions Groups (2) Tags Security credentials Access Advisor

« Permissions policies (3 policies applied)

Add permissions © Add inline policy

Step 2. Open S3 Console and hit Create Bucket. Provide Bucket Name and Region.


https://console.aws.amazon.com/iam/
https://s3.console.aws.amazon.com/s3/

Amazon 53 Create bucket

Create bucket

Buckets are containers for data stored in $3. Learn more [A

General configuration

Bucket name

Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming E

Region

EU (Frankfurt) eu-central-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Region is very important. So for example if in UnityProject you set the wrong Region then it won't work!
So for example if you created your bucket in the Frankfurt region then it will look like this in Inspector.

; =y SS_KEY
Secret Key OUR_SECRET_KEY

Region eu-central-1
Bucket rfOUR_BUCKET_MAME

Open S3ExampleScene, Select game object “Example” and in the Inspector window put Bucket
Name and Region in corresponding fields.

Upload test files in your early created bucket. You can find it under
PathToProject\AWS\Services\S3\Example\TestFiles

Hit Play in Editor and Click on Buttons to work with it.

LIST BUCKET GET OBJECT HEAD DOWNLOAD OBJECT

UPLOAD OBJECT DELETE OBJECT




AWS Lambda

Step 1. Open Lambda Console and hit “Create Function”.

Make sure that you are in the right Region (In my case it is Frankfurt eu-central-1)

aws

Services ¥

AWS Lambda X Lambda » Functions

(O Updated console (preview)

Eaawivngi Functions (4) Last fetched 40 seconds ago Actions ¥
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Dashboard

Applications
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Code
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Set Function Name and Runtime to Python 3.8 everything else keep as it is and hit “Create function”

Basic information

Function name
Enter a name that describes the purpose of your function

Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime Info
Choose the language to use to write your function.

Python 3.8 v

Permissions info

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers.

P Change default execution role

» Advanced settings

Step 2. Replace default code on this simple “echo code” and hit Deploy
import json
def lambda_handler(event, context):
value = event['name']
return {
'statusCode": 200,

'body": json.dumps(f'Hello {value} from Lambda!')

-~ File Edt Find View Go Tools Window Test ~ Deploy fE o 3
z ¥ [ test function 8- B lambda_function >

E

< £# | lambda_function.py import json
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&5 def lambda_handler(event, context):

wvalue = event['name’']

return {

‘statusCode”: 2080,

‘body': json.dumps(f'Hello {walue} from Lambda!')
¥
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https://s3.console.aws.amazon.com/s3/

Step 3. Copy ARN of your function.

e

Services ¥

Lambda Functions

test_function

Frankfurt w

Select your early created IAM User from the Installation paragraph and hit “Add inline policy”.

Permissions Groups Tags

~ Permissions policies (2 policies applied)

Add permissions

Security credentials

Access Advisor

© Add inline policy

Step 4. We should grant InvokeLambda permission for this user. In the Resources, paste the ARN of your
function which you copied earlier and hit Review policy, give it Name and hit Create Policy.

Create policy

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON

Expand all | Collapse all

~ Lambda (1 action)

b Service

b Actions

* Resources
close

» Request conditions

Step 5. Open LambdaExampleScene, select game object Example.

credentials.

Credentials

Function

Import managed policy

Clone Remove

Lambda

Write
InvokeFunction

® Specific
All resources

function Any in this account

EDIT ©

Add ARN to restrict access
Specify request conditions (optional)

© Add additional permissions

Cancel Review policy

In the Inspector window fill these

OUR_LAMBDA_FUNCTION_NAME

Suppert


https://console.aws.amazon.com/iam/

Press Run and hit the InvokeLambda button.

InvokelLambda

AWS EC2

Create custom AMI

Open EC Console Navigate to Instances and hit “Launch Instances”.

Make sure that you are in the right Region (In my case it is Frankfurt eu-central-1)

Choose AM, If you are newbie choose Amazon Linux 2 AMI.

Amazon Linux

Free tier eligible

1to 32 of 32 AMIs

Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-
02cb52d7ba9887a93

Amazon Linux 2 comes with five years support. It provides Linux kernel
4 14 tuned for optimal performance on Amazon EC2, systemd 219, GCC
7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through
extras. This AMI is the successor of the Amazon Linux AMI that is
approaching end of life on December 31, 2020 and has been removed
from this wizard.

Root device type: ebs Virtualization type: hvm EMA Enabled: Yes

Then select “Instance Type"“, choose cheapest if you want just to test.

After you can hit Review and Launch, or you can specify more details if you want.

64-bit (x86)


https://console.aws.amazon.com/ec2/v2/home

Navigate to Instances, select your runned instance and hit Connect, then you can install your software and
establish processes. After you are finished with it Stop instance and hit Actions->Image and
Templates->Create Image

Instances (1/2) info

‘ C H Connect H Instance state ¥ Actions ¥ m-

Q
1 @
—| Name v Instance ID Instance state & Instance type ¥
= ® Running @Q t3.nano

Operate Instances

Step 1. Open Unity Project, go to Scene “EC2ExampleScene” and Run It.

Run EC2 Instance

In Image-Id set AMI Id which you created earlier, set Count, set Instance Type, (t3.micro) and hit Run EC2
Instance

Some Instance Types might not be available in specific regions.

Step 2. After success creation you will receive Instanceld which you can use in block below to operate
Instances

Desribe EC2 Start EC2 Stop EC2 Terminate EC2
Instance Instance Instance Instance




